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NOTE! 
The path name may include the following: letters, digits, dots, spaces, and symbols / : , - _ @ =  
Other characters are not allowed and will cause failed NAS test. 

 
 After the test succeeded, click Save. 

 

5.8.3  FTP 

Upload images and videos to an FTP server for storage. 
 Go to Setup > Storage > FTP. 
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 Configure server parameters. 

Item Description 

Server IP IP address of the FTP server. 

Port No. The default is 21. You can set a different port as needed. 

Username Username used to log in to the FTP server. 

Password Password used to log in to the FTP server. 

Test Test the connection to the FTP server. 

Upload Images 

Select the checkbox if you want to upload common (non-smart) snapshots. To configure 
an FTP server for smart snapshots, go to Setup > System > Server > Intelligent Server.  
Overwrite Storage: When the number of images in the folder of the lowest level reaches 
the threshold, the server continues to save new images by overwriting the existing images. 
For example, if the folder path is \IP\date, the level-2 folder “date” is the lowest. When the 
images uploaded on Jan. 4, 2022 exceeds 1,000, existing images in the 20220104 folder 
will be overwritten by new images. 
NOTE! 
• If you select Overwrite Storage, make sure the last naming element of filename is 

Photo No.. 
• The default overwrite storage threshold is 1000 images, and the maximum is 100,000 

images. 

Upload Video Select if you want to upload alarm-triggered recordings. 

Convert Path into 
UTF8 Format Select if you want to convert the path into UTF8 format. 

Post-Record(s) Fill in the number of seconds, which is the duration of the alarm-triggered recording after 
the alarm has ended. 

 Configure the storage path. 
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Item Description 

Photo 

File path, up to 6 levels. If not specified, the default path “\IP\Date\Common” will be used. 
Common means common snapshots. 

Filename, up to 20 fields are allowed. If not specified, the sequence number such as 1, 2, 
3, … will be used as the filename. 

Recording 

File path, up to 6 levels. If no path is specified, the default path “\IP\Date\Common” will be 
used. 

The default filename is “S+recording start time+E+recording end time”. For example, 
S20220104174903E20220104175002. 

 
 Click Save. 

5.9  Security 

The security functions available may vary with camera model and version. 

5.9.1  User 

Go to Setup > Security > User to add, edit, or delete users. 

 

 Add user 
 Click Add. 

Common User 

 



149 

Operator 

 

 Configure the parameters. 
Item Description 

Username Set the username that you prefer. 

User Type 

Choose Common User or Operator. 
NOTE! 
• Up to 32 users are allowed, including admin (at least one), common users and 

operators (up to 31). 

• Admin has all permissions in the system, including device operation and user 
management. 

• Operator has higher privilege than common user and can configure in the web 
interface. 

Password 

Enter a password. 
NOTE! 
A strong password is required for new user. A strong password shall include 9-32 
characters consisting of letters, digits, and special characters. 

Confirm Password Enter the password again. 

Select Permission 

Different user types have different permissions. Select permissions you want to assign to 
the new user. 
NOTE! 
You can select the Select Permission checkbox to select/deselect all permissions. 

 
 Click OK. 

 Edit user information 
 Click the user. 
 Click Edit. 
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Common User 

 

Admin 

 

 Configure the parameters. 
Item Description 

Admin Password Password of administrator, not the user being editing. 

Password Enter a password that you prefer. 

Confirm Password Enter the password again. 

Select Permission 

Different user types have different permissions. Select permissions you want to 
assign to the new user. 
Note 
You can select the Select Permission checkbox to select/deselect all 
permissions. 
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 Click OK. 

 

NOTE! 
• Only admin can change the device password. The new password must be different from the old. 
• Only admin can change the username and password of a new user. If the user is logged in, the 

user will log out automatically and must use the new username and password to log in. 

 
 Delete a user 
Click the user, click Delete, and then click OK to confirm. 

5.9.2  HTTPS 

Enable HTTPS to securely transmit video data of the camera. 
 Go to Setup > Security > Network Security > HTTPS. 

 

 Click On to enable HTTPS. 
  (Optional) Click On to enable Auto Redirect to HTTPS. When enabled, you will be automatically 

redirected to the login page via the HTTPS protocol. After re-login, a secure information transmission 
channel is established. 

 

NOTE! 
• When disabled, you can use either HTTP or HTTPS protocol to log in.  
• The default HTTPS port is 443. To use a different port, go to Setup > Network > Port. 

 
 Click  to choose a server certificate. 

 

 Use the default certificate 
 A created certificate. See Certificate Management. 

 Click Save. 
 

5.9.3  Authentication 

Configure RTSP authentication and HTTP authentication to improve the security of network transmission. 
Only after successful authentication can data such as videos, audios, text, and images be transferred on 
the network. 

 Go to Setup > Security > Network Security > Authentication. 
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 Choose an authentication mode. 

Item Description 

RTSP 
Authentica
tion 

Choose an authentication mode from the drop-down list. The default is Digest. 
 Basic: Basic authentication. The username and password are encrypted by base 64, which 

imposes serious security risks. 
 Digest: Digest authentication. Displays RTSP digest algorithm configuration. The default is MD5.  
 Digest MD5: Digest authentication, which uses MD5 to protect the username, password, and 

domain of the requester, not transferred on network in plaintext and provides higher security. 
 Digest SHA256: Digest authentication, which uses SHA256 for authentication and provides 

higher security than Digest MD5. 
 Digest MD5/ SHA256: Supports MD5 or SHA256 algorithm adaption. 

 None: Transmit message without authenticating the RTSP address. 

Web 
Authentica
tion 

Choose an authentication mode from the drop-down list. The default is Digest. 
 Digest: Digest authentication. Displays Web digest algorithm configuration. The default is MD5.  
 Digest MD5: Digest authentication, which uses MD5 to protect the username, password, and 

domain of the requester, not transferred on network in plaintext and provides higher security. 
 Digest SHA256: Digest authentication, which uses SHA256 for authentication and provides 

higher security than Digest MD5. 
 Digest MD5/ SHA256: Supports MD5 or SHA256 algorithm adaption. 

 None: Transmit message without authenticating the Web address. 

 
 Click Save. 

5.9.4  Registration Information 

You can set to hide vendor information of the camera from the server. 
 Go to Setup > Security > Registration Information. 
 Enable Hide Vendor Info. Vendor information will not be displayed on the management platform.  

 
 Click Save. 

5.9.5  ARP Protection 

Configure ARP protection by binding the gateway’s IP address with its MAC address to prevent ARP 
spoofing attacks. 

 Go to Setup > Security > Network Security > ARP Protection. 
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 Enable ARP Protection. 
 Enter the gateway’s MAC address. 
 Click Save. 

5.9.6  IP Address Filtering 

Use IP address filtering to allow or forbid access from specified IP addresses. 
 Go to Setup > Security > Network Security > IP Address Filtering. 

 
 Click On to enable IP Address Filtering.  
 Choose Allowlist or Blocklist.  
 Allowlist: Only allows access from the added IP addresses.  
 Blocklist: Denies access from the added IP address. 

 Click , enter IP addresses. 
 Up to 32 IP addresses can be added. Duplicate addresses are not allowed. 
 The first byte of the IP must be 1-233, and the fourth byte cannot be 0. Invalid IP addresses 

such as 0.0.0.0, 127.0.0.1, 255.255.255.255, and 224.0.0.1 are not allowed. 
 Click Save. 

5.9.7  MAC Address Filtering 

Use MAC address filtering to allow or deny access to the device from specified MAC addresses.  
 Go to Setup > Security > Network Security > MAC Address Filtering.  
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 Click On to enable MAC Address Filtering.  
 Choose Allowlist or Blocklist.  
 Allowlist: Only allows access from the added MAC addresses.  
 Blocklist: Denies access from the added MAC address. 

 Click  to add a new MAC address. Up to 32 addresses are allowed. 

 Click Save. 

5.9.8  Access Policy 

Access policies are used to prevent unauthorized access and operation from the network. 
 Go to Setup > Security > Network Security > Access Policy. 

 Illegal Access Lock 

 

 

NOTE! 
If illegal access lock is disabled, the camera will not lock the account no matter how many times an 
incorrect password is input. 

 

Item Description 

Illegal 
Access Lock 

If the client IP address is not on the blocklist, the input username is correct, but the input password 
is wrong, it is an illegal access attempt. 
NOTE! 
• When an account is locked, information including the username, IP address, etc, is logged by the 

system. 

• The user can unlock the account by disconnecting power and rebooting the camera. 

Access 
Login Limit 

The maximum number of illegal access attempts allowed. The account is locked when the limit is 
reached. 

Lock Time 
(min) Integer within the range of 1-120. 
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Example: User A tries to log in from the client IP address 192.168.1.33 and is locked. Then user A cannot 
log in within the lock time, but user B is not affected and can still log in from the same IP address. 
 
 Session timeout 
A session is the connection established between the client (Web browser) and the server (camera). 
When session timeout is enabled, if the client cannot obtain or save configurations within the set time, 
the user will automatically log out and go to the login page. 

 

NOTE! 
Only admin can enable or disable this feature. 

 

 

Item Description 

Session 
Timeout 

Sessions are counted as follows. Take one device as an example. 
 If the session is established using one web browser from one client IP, there is one session. 
 If sessions are established using one web browser from one client IP, there are two sessions. 
 If sessions are established using two web browsers from two client IPs (two browsers from each 

IP), there are four sessions. 
NOTE! 
Up to 36 sessions are allowed at the same time. 

Timeout 
(min) 

Enter an integer within the range of 1-120. 
NOTE! 
The timer restarts when the session is re-established after a reboot. 

 
 WEB Service 
When disabled, you will not be able to log in to the device’s Web interface for device management. You 
can restore the WEB service to its default status (On) using EZTools. 

 
 

 Click Save. 
 
 Friendly password 
Users are not affected when friendly password is enabled. When friendly password is disabled, users 
who are already logged in with a weak password will be forced to set a strong password before the user 
can proceed with other actions in the web interface. 

 

NOTE! 
Friendly password is not available to all cameras. 

 

5.9.9  Certificate Management 

On the Certificate Management page, you can create and manage certificates, view certificate 
properties, etc. 
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 Go to Setup > Security > Network Security > Certificate Management. 

 

1. Certificate 

 Create a self-signed certificate or import a certificate. 
 Create a self-signed certificate for application scenarios with low-security requirements. 

 

(1) Click Create Self-Signed Certificate. 
(2) Complete the settings. 

Item Description 

Certificate Name Set a name as needed. 

Public Key Choose a length for the public key: 2048 or 1024. Default: 2048. 

Country Enter the two-character country code, for example, CN for China. 

Domain Name/IP Enter the device’s IP address or domain name. 

Valid Period(day) Enter the validity period of the certificate. 

Province Enter the complete province name. 

City Enter the complete city name. 

Organization Enter the organization name. 

Organizational Unit Enter the organizational unit name. 

Email Enter a valid email address of the contact. 

 
(3) Click OK. 
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 Import a non-CA certificate. 

 

(1) Click Import Certificate. 
(2) Complete the settings. 

Item Description 

Import Format You may choose Certificate+Private Key, PKCS#12, or Self-Signed 
Request Certificate. 

Certificate Name Enter the certificate name. 

Certificate Click Browse and locate the certificate. 

Private Key Click Browse and locate the private key. 

Private Key Password Enter the private key password. 

 
(3) Click OK. 

 (Optional) Create a certificate request to obtain a trusted signed certificate for application scenarios 
with high-security requirements. 

 

(1) After creating or importing a certificate, select the certificate, click Create Certificate Request. 
(2) Complete the settings. 
(3) Click OK. 

 

NOTE! 
After the certificate request is created, export the certificate request file. After the certificate authority 
(CA) signs and issues a certificate in accordance with the request, import the certificate into the 
device. 

 
 Export certificate. 
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Click Export Certificate to save the certificate to your computer. 
 Delete certificate. 

Select a certificate and delete it. A certificate that is in use cannot be deleted. 
 View certificate properties. 

Select a certificate to view its properties. 

 

2. CA Certificate 

A CA certificate is a certificate issued by a trusted certificate authority (CA) and thus is more secure and 
reliable. 

 Click Import Certificate. 
 Enter the certificate name, select the certificate. 

 

 Click OK. 
 Delete certificate. 

Select a certificate and delete it. A certificate that is in use cannot be deleted. 
 View certificate properties. 

Select the certificate to view its properties. 
 

5.9.10  Watermark 

Use watermark to encrypt custom information in videos to prevent tampering. 
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NOTE! 
• Watermarks can be verified using EZPlayer (available for download from Uniview website). 
• For devices with two video channels, watermark parameters need to be configured for the 

channels separately. 

 Go to Setup > Security > Watermark. 

 

 Enable Watermark. 
 Set watermark contents, which may include uppercase letters, lowercase letters, and digits. Up to 16 

characters are allowed. 
 Click Save. 

5.10  System 

 

NOTE! 
User operations in this module may vary with camera model. 

5.10.1  Time 

Set the device’s system time manually or sync it with a server. 
 Go to Setup > System > Time. 

 

 
 Set the system time. 

 Set manually in the Set Time field. 

 

NOTE! 
When setting the system time manually, you need to set Sync Mode to Sync with System 
Configuration; otherwise, the camera will still sync with other time sources after you set it manually. 

 
 Sync time 
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Item Description 

Sync with System 
Configuration Default. Time provided by the system’s built-in time module. 

Sync with Latest Server 
Time The camera regularly syncs time with all the connected servers. 

Sync with Management 
Server(Non-ONVIF) The camera regularly syncs time with the server that is not connected via Onvif. 

Sync with Management 
Server(ONVIF) The camera regularly syncs time with the server that is connected via Onvif. 

Sync with NTP Server 
The camera syncs time with the NTP server. 
You need to configure the server address, port, and update interval (range: 30s-
86400s). You can click Test to test it. 

Sync with Cloud Server The camera syncs time with the cloud server once when it gets online. The camera 
does not sync again until it gets offline and online again. 

BeiDou Module Auto Sync The camera syncs time with BeiDou satellites through the BeiDou module (if 
equipped). 

Sync with Computer Time The camera syncs time with the client computer from which you log in to the camera. 

 Click Save. 

5.10.2  DST 

 Go to Setup > System > Time > DST. 

 

 Enable DST, and set the start time, end time, and DST bias. 
 Click Save. 

 

5.10.3  Device Information 

1. Device Information 

Set device information including device name, device id, mounting height, etc., which can be used in 
smart FTP, OSD, etc. 

 Go to Setup > System > Product Info > Product Info. 
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 Complete the information as needed.  
 Click Save. 

2. Geographic Position 

Collects data such as the device’s latitude and longitude, speed, and movement direction via the 
positioning function. The collected data can be displayed on the live view image using OSD and can also 
be reported to the data center by configuring a smart server. 

 

NOTE! 
This function is available to certain device models. Please refer to the actual interface.  

 
 Go to Setup > System > Device Info > Geographic Position. 

 

 Select a Latitude & Longitude Mode and set other parameters as needed. 

Item Description 

Automatic The latitude and longitude information is grayed out and cannot be set manually. And the 
device will collect the information from the positioning module. 
Note: 
This function is available to certain device models. Please refer to the actual interface. 

Manual You can manually set the latitude and longitude information.  

 
 (Optional) By default, Report Data to Center is enabled by default. If reporting is not required, you 

can unselect this option. This function requires UDP platform configuration, which can be configured 
in Setup > Network > Platform Access > IoT Platform > UDP Platform. 

 Click Save. 

5.10.4  Ports & External Devices 

The RS485 port is used for data transmission between the camera and external third-party devices for 
PTZ control, OSD, audio collection, illumination control, etc. The serial port parameters configured on 
the camera must match that of the connected external device. 
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NOTE! 
Serial ports may not be available on all camera models. 

 
 Go to Setup > System > Ports & Devices > Serial Port. 
 Set Port Mode and configure the parameters. 

Item Description 

Baud Rate 
Data transmission speed (unit: bits per second). The greater the value, the faster the 
transmission speed, and the shorter the transmission distance. Usually the default value is 
applicable. 

Data Bit The actual number of data bits in a group of data packets. Usually the default value is applicable. 

Stop Bit Indicates the end of transmission of a group of data. Usually the default value is applicable. 

Parity Bit Used to check whether the received data bits are erroneous. You can choose Odd-Parity Check 
or Even-Parity Check. 

Flow Control Used to control data transmission to prevent data loss. 

 
 PTZ control 
To control the PTZ using a third-party device, set Port Mode to PTZ Control. 
By sending PELCO-D instructions through the RS485, you can control PTZ without using the PTZ control 
panel. 

(1) Set Port Mode to Local PTZ Control. 

 
(2) Configure the parameters. 

Item Description 

PTZ Protocol 

Choose the correct PTZ protocol: PELCO-D, PELCO-P, INTERNAL-PTZ, ALEC, VISCA, 
ALEC_PELCO-D, ALEC_PELCO-P, MINKING_PELCO-D, MINKING_PELCO-P, YAAN, Private-
KR. 
Some camera models support preset IDs from 1 to 1024 when the PTZ protocol is PELCO-D, 
and preset IDs from 1 to 255 when the PTZ protocol is other protocols. 

Address Code 

Set the PTZ address code. 
NOTE! 
This parameter is configurable only when Port Mode is set to PTZ Control and PTZ Protocol is 
set to Local PTZ Control. 
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 Trans-channel 
Used to transmit data between the RS485 port and the third-party device. 

 

NOTE! 
This feature is available only on certain camera models. 

 
(3) Set Port Mode to Trans-Channel. 

 
(4) Enable Trans-Channel. 
(5) Enter the destination address and port, that is, the IP address and port number of the third-party 

device to which the transparent channel is connected. 
(6) Click Save. 

 OSD 
Receive serial port information from the third-party device through the RS485 port and then overlay the 
parsed information on the OSD. 

 

NOTE! 
In order for the camera to correctly parse the received serial port information, make sure the serial 
port information sent from the third-party device conforms to our data formats. Contact our technical 
support for more information. 

 
(1) Set Port Mode to OSD. 
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(2) Select Enable OSD Report, so OSD data will be uploaded to the platform. 
(3) Click Save. 

 Trans-Channel via ONVIF 
Use the RS485 port for data transmission between the camera and third-party devices via Onvif. 

(1) Set Port Mode to Trans-Channel via ONVIF. 

 

(2) Configure the parameters. 
(3) Click Save. 

 Illumination 
Use the RS485 port to transmit data between the camera and the third-party illuminator. 

(1) Set Port Mode to Illumination. 

 
(2) Configure the parameters. 
(3) Click Save. 



165 

 

NOTE! 
The current module serial port protocols are UART and RS232.The PTZ control modes include 
Internal Control and External Control. 
• Internal Control: The module controls the lens and the PTZ rotates. 
• External Control: The PTZ rotates and controls the module lens.  

 
 

 Wiper Control  
Configure wiper parameters to control the wiper. 

(1) Go to System > Ports & Devices > External Device. 

 

(2) Configure wiper parameters. 

Item Item Description 

Control 
Mode 

Serial Port The wiper is controlled through PELCO-D instructions, so the PTZ protocol 
must be set to PELCO-D. See PTZ Protocol for more information. 

Alarm Input/Output Use alarm input and output to open or close the circuit and control the 
wiper. 

Enable 
Wiper 

Normally 
Open/Normally Closed Set according to the actual working status of the wiper. 

Move Mode One 
Time/Repeat/Automatic 

One Time: The wiper works once every time you click the wiper icon on the 
PTZ control panel.  

Repeat: You need to set the Effective For and Time Interval parameters. 
The Effective For parameter sets the duration of the Repeat mode (1 to 24 
hours), and the Time Interval parameter sets the interval between two 
wiper movements (1 to 60 minutes). 
NOTE! 
If Time Interval is set to 60 minutes and Effective For is set to 1 hour, then 
the wiper works once at the last minute and then stops. 
Only integers are allowed. 

Automatic: Use a rain sensor to detect rains and automatically activate the 
wiper when the threshold is reached. 

 
(3) Click Save. 
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Icon Description 

 
180°panoramic view. Split the fisheye view into two windows. You can drag to view the 
image horizontally. 

 

/ /  
Fisheye+3/4/8PTZ. Every block can be dragged to view, making it easy to locate locally 
and globally. 

 

 
360°panoramic view+6PTZ. 

 

/ /  
Panoramic view+3/4/8PTZ. 



173 

 

CAUTION! 
When the mount method of fisheye camera is Ceiling Mount or Desktop Placement, the panoramic 
image (double 180° image) is the dewarping image of the fisheye image (360° image). Please select 
the appropriate mounting angle according to the actual monitoring view requirements. 
Example: If the device is mounted on the ceiling of a hall, and the angle between the tail cable hole 
(LOGO) on the bottom of the device and the target is approximately 135° clockwise, the dected target 
can be displayed on the center top of the panoramic view. 

 
 


